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OBJECTIVES:

e To understand various vulnerabilities and use of various tools for assessment of
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OUTCOMES:
* Identify various vulnerabilities and demonstrate using various tools.

PRE-REQUISITES:

1. Knowledge of C, C++, python programming

2. Basic knowledge of computer, network and security information

THEORY:
1. COMPUTER FORENSICS TOOLS

This section introduces a series of tools which can be used to restore a file and is used during the
process of acquiring evidence.

1.1  Deleted Digital Data Restoration Tools

Restoration Tools are used to recover data that have been accidentally or intentionally deleted or
corrupted. Depending on the software used, different features are available to perform the recovery of

the data. However recovery of the data can only be performed if the file has not been overwritten on
the disk space.

1.1.1 Data Recovery Pro

Data Recovery Pro software (Data Recovery Pro, 2018) is a free evaluation software which can be
used to recover deleted files. To use the Advance features, the users need to make a purchase. For

example, to recover a file, the user needs to register for this feature. The software provides the
following features:

@ Restoration of deleted email and deleted email attachments
@ Recovery of files from a recently formatted or partitioned disk



@ Restoration of a large variety of file types (Binary files or compressed files)  Restoration of
files from peripheral storage devices (such as USB)  Recovery of Windows system files.

Below are screen shots of searching and recovering a deleted file.

2) Download and  install the software from
http://www.datarecoverydownload.com/download/
3) As an example, create a folder on your Desktop and rename it as “Example”.

Example

4) In the folder “Example”, create a Word Document file and name it as “TestExample.doc”.

(o]l @ |m=
UU | » Example - | +3 | Search Example p
Organize « @Open > Share with = Print Burn MNew folder B » [ igl
A Eavorics 2 Mame . Date modified Type Size
Bl Desktop #1] TestExample.docx 16-Apr-1812:02 PM  Microsoft Word D... 0 KB
4 Downloads
= Recent Places
5) On the TestExample.doc, click on the file and press “Shift+Delete”
Mame Date modified Type Size
Eﬂ TestExample.docx 16-Apr-1812:04 PM  Microsoft Word D...

i =

Delete File (23m)

Are you sure you want to permanently delete this file?

Fa TestExample. docx

Type: Microsoft Word Document
Authaors: admin

Size: 12.3 KB

Date modified: 16-Apr-18 12:04 PM

6) Press “Yes”. The file will not be sent to the Recycle Bin, and the folder Example will be
empty. At this moment, we may think that we have “permanently” lost the file. However, at
this stage we can still restore the file using the tool Data Recovery Pro. As mentioned, the
file has an entry removed from the file allocation table and is still on the disk space unless
the file is overwritten. To recover the file, run the program Data Recovery Pro.



Microsoft Partner
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SELECT THE SCAN YOU WANT TO USE:

@ QUICK SCAN: Quickly scans the selected drive for easily recovered files.

Optional: You can specify filename to look for.
Search for: File Types: @ [

© FULL SCAN: 5cans your computer and all connected devices

© GUIDED SCAN: Guides you through the selection of file or email recovery.

AL

Why the beetle?
i ' T SCAN

7) Press “Start Scan”. After the software has scanned the disks, the following screen will be
presented:

Powered by Paretc

Microsoft Partner

@ b @ Scan > Select Items To Recover

@ i To expand a category listed below click the + sign. You can get a preview by placing your mouse cursor over
. the item. You can filter the results by entering text in the Filter results box. To recover items select the
associated check box and click the Recover button.

9 Email Filter results: %]

Neme Location  Size DateCrested  DateAccessed  Date Modified
Local Disk (€) Ttems Found: 872
(O Documents 4ltems
(O TextFiles 11 Ttems
() Compressed Files 3hems
(OFolders 10 ems
(D Binary Files 4}tems
(O Other Files 840 Ttems
J
the beetle? - . )
- Total items found: 872 Filtered items selected for recovery: 0 of 872 (0 bytes)
i 4 File Recovery Location: CA\L Items Change Loestion CANCEL RECOVER
and

8) Expand the “Documents” and the TestExample.docx will be available.
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Scan
@ Advanced
e Email

@ Scan > Select Items To Recover

To expand a category listed below dlick the + sign. You can get a preview by placing your mouse cursor over
the item. You can filter the results by entering text in the Filter results box. To recover items select the
associated check box and click the Recover button

Date Modified

Date Accessed

Items Found: 872

oooooooo 4ltems

() Labsheet 17_1D_Array.pdf CAUsers\... 755 ... 2017/02/08 10:5... 2017/02/08 10:59:... 2017/02/08 10:..]
(0 ~SstExample.docx “\admin... 162 b... 2018/04/16 12:0... 2018/04/16 12:04:... 2018/04/1612:...
(O TestExample.docx in... 123 .. 2018/04/16 12:0... 2018/04/16 12:04:... 2018/04/1612:...
() ~SDELETE.docx in... 162 b... 2018/04/16 11:5... 2018/04/16 11:54:... 2018/04/16 11:..

(#() Compressed Files 3kems
B Folders 10 Irems
@0
@0

vy Files 4ltems
er Files E40 Items

Total items found: 872 Filtered items selected for recovery: 0 of 872 (0 bytes)

CANCEL RECOVER

File Recovery Location: ChUsersiadmin\Desktop\Recovered Items Change Loczton

9) Click on TestExample.docx and press the button “Recover”.
version, this feature will not be available until we register the product. But we have illustrated

how tools can recover deleted files.

Since we are using a free

Mame Location  Size  Date Created Date Accessed Date Modified
g !
.) Local Disk [(C) Items Found: 872
(=)™ Documents 4 Ttems
[_] Labsheet_17_1D_Array.pdf ChUsersh... 75.5... 2017/02/08 10:5... 2017/02/08 10:59:... 2017/02/08 10:...
() ~SstExample.docx Chadmin... 162 b... 2018/04/16 12:0... 2018/04/16 12:04:... 2018/04/1612:..,
-TestExampIe docx Chadmin... 12.3 ... 2018/04/16 12:0... 2018/04/16 12:04:... 2018/04/1612:...
() ~SDELETA=~ LS e 16 1125, 2018/04//16 11:54; .. 2018/04/16 11:...
(®) 0 Text File s Recovery Pro 11 Iterns
() Compre 3 Iterns
OFolders | To recover items you must register the product. 10 Items
ina I Il to register. termns
(#(J Binary Fi|  Click OK to regi 41
() Other Fil 840 Items
T —_
I oK
Total items foulerers — ms selected for recovery: 1 of 872 (12.3 KB)

File Recovery Locatiom ChlUsers\adminm\Desktop'\Recovered Items Change Locstion
N Lt E CANCEL RECOVER

2. DELETED PARTITIONS RECOVERY

Dividing a hard disk into different volumes is known as partitioning. Each partition is labelled as a
drive letter by the operating system and becomes a logical drive as shown in Figure 3.8. Each logical
drive can be formatted to support different operating systems as well



as to use different file systems (either FAT16, FAT32, NTFS). Partitioning is performed for
increased performance and management of data. For each partition created, an entry is performed in
the partition table. Therefore when a partition is deleted, the entry is removed from the partition table
(and the space becomes unallocated). To restore the partition, forensic software tools can be
employed. Those tools usually search for the boot sector in order to restore the partition. This section
introduces some of the tools used to restore a partition.

4 Hard Disk Drives (2}

Local Disk (C) Mew Volume (Dx)
— | e _ |
% 2.94 GB free of 195 GB g 12.7 GB free of 974 GB
Figure 3.8

To manage and view the partitions on a hard disk in Windows, follow the steps below:

e Go to Control Panel
¢ Select Administrative tools

@L_j'd@ » Control Panel » All Control Panel ltems »

Adjust your computer's settings

¥ Action Center Administrative Tools
K Color Management Credential Manager
g2 Device Manager @ Devices and Printers
Folder Options 4 Fonts
B Intel(R) Graphics and Media Internet Options
P Mail (32-bit) ¥ Mouse
#& Parental Controls B Performance Information and Tools
Programs and Features & Realtek HD Audio Manager
% Sound @ Speech Recognition
[ Troubleshooting 8, User Accounts

"_J Windows Update

0 Click on«Computer Managem» ent



Control Panel » All Control Panel Items » Administrative Tools

3urn
Mame

o -
(al= Component Services

@ Computer Management
(=4 Data Sources (ODBC)
desktop.ini

(@l Event Viewer

fak, i5CSl Initiator

@3 Local Security Policy
{1 Performance Menitor

i?-__p Print Management

[@F: Services

[#d System Configuration

@ Task Scheduler

@ Windows Firewall with Advanced Security
) @] Windows Memory Diagnostic
1e (O] (# Windows PowerShell Modules

* Select “Disk Management”.

A Computer Management
File Action View Help

&= |E =]

é' Computer Management (Local) Marrie
4 [[} System Tools
> @ Task Scheduler
> @ Event Viewer
» gt Shared Folders

'[[’._,!' System Tools
=5 Storage
::-;; Services and Applications

i &% Local Users and Groups
» (R Performance
iy Device Manager
4 23 Storage

I = Disk Management ﬂ

» T Services and Applications

* Upon clicking on “Disk Management”, the utility will show all the logical drives available
and their properties. In this example, there are five partitions (System Reserved, C:, D:, two
healthy partitions and an unallocated partitions). The C: logical drive is the Boot volume, that
is, it contains the files to start up the computer. The C:



logical drive is also the Page File and Crash Dump volume, meaning that it contains all the
memory dump output.

A Computer Management | (S
File Action View Help
| X & =@
& Computer (Local) Volume [ Leyout [ Type [ File System [ Status [ Capacity [ Free Space [ % Free | Fault Tolerance | Overhead Actions
4 [k System Tools = Simple Basic Healthy (Primary Partition) 7966 GB  7966GB  100% MNo 0% P, =
» (@) Task Scheduler = Simple  Basic Healthy (Primary Partition) 186GB  186GB  100% No 0%
> (@ Event Viewer o () Simple Basic NTFS Healthy (Bot, Page File, Crash Dump, Primary Partition) 19540 GB 204GB 2%  No 0% More Actions 14
> il Shared Folders s New Volume (D) Simple Basic  NTFS Healthy (Primary Partition) 9747GB 1279GE  13% No 0%
, & Local Users and Groups o System Reserved  Simple Basic  NTFS Healthy (System, Active, Primary Partition) 100MB 70 MB 0% No 0%
» (®) Performance
&8 Device Manager
4 {5 Storage
=9 Disk |
» Fls Services and Applications CaDisk 0 I [ N N S R
Basic System Re || (C) New Volume (D:)
46576 GB 100 MB N1 ||195.40 GB NTFS 9747 GB NTFS 79,66 GB 136 GB 91.27 GB
Online Healthy (S || Healthy (Boot, Page File, Crash D | | Healthy (Primary Partition) Healthy (Primary Partition) Hezlthy (Primary Pi || Unallocated
4CD-ROM O
DVD (E)
No Media
io-Rom1
DVD (F)
No Media
Volume | Layoutl Type | File System | Status ‘ Capacity | Free Space| % Free ‘ Fault Tolerance | Overhead
(=1 Simple Basic Healthy (Primary Partition) 7966 GB 7966 GB  100% No 0%
[="] Simple Basic Healthy (Primary Partiticn) 1.86 GB 186 GB 100% MNo 0%
@ (C) Simple Basic MNTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 19540 GB 294 GB 2% Mo 0%
@ Mew Volume (D:) Simple Basic MNTFS Healthy (Primary Partiticn) 9747 GB 1279 GB 13 % Mo 0%
# System Reserved  Simple Basic NTFS Healthy (System, Active, Primary Partiticn) 100 MB 70 MB 70 % No 0%

iDisk 0 I [ 5 Y

Basic |System Re || (C3 New Volume (D3
465.76 GB 100 MB N1 | 19540 GB NTFS 97.47 GB NTFS 7956 GB 186 GB 91.27 GB
Online Healthy (5. | | Healthy (Boot, Page File, Crash D | | Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Pi || Unallocated

* To delete a partition, Right-Click on the “volume” and select “Delete”. As stated earlier,
deleting a partition or volume, does not necessary mean that the partition has been
permanently removed. It can still be recovered through the use of computer forensics
recovery software.



Volume ‘ Laynut| Type | File System | Status ‘ Capacity ‘ Free Space | % Free | Fault Tolerance | Overhead
[="] Simple Basic Healthy (Primary Partition) 7986 GB  79.66 GB 100% Mo 0%
[=] Simple Basic Healthy (Primary Partition) 1.6 GB 1.6 GB 100% Neo 0%
@@ (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 13540 GB 294 GB 2% Mo 0%
o Mew Volume (D:) Simple Basic NTFS Healthy (Primary Partition) 9747 GE 1279 GB 13 % Mo 0%
—w5System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 100 MB 70 MB 70 % Mo 0%

CDisk 0 I N N R

Basic System Re || (C) New Volume (D)
465.76 GB 100 MB N1 ||195.40 GB NTFS 97.47 GB NTFS 7966 GB 1.36 GB 91.27 GB
Online Healthy (S || Healthy (Boot, Page File, Crash D | /Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Pi | | Unallocated
Open
<itD-ROM O Erplore
HVDIE ) Mark Partition as Active
No Media Change Drive Letter and Paths...
Format...
\JCD—ROM 1 Extend Velume...
VD (F] Shrink Volume...
No Media Add Mirror...
Delete Volume...
Properties
Help

2.1 Deleted Partitions Restoration Tools

When a partition or volume is erased/deleted, the entry in the partition table is removed. Removing
an entry from the partition table does not mean that the partition has been purged permanently. The
partition may still be available on the disk. The partition can be recovered through the use of partition
recovery software tools as long as the partition has not been overwritten on the disk space. The main
thrust of the partition recovery software tool is to find the boot sector of the deleted partition and
restore the partition by making an entry in the partition table. This section will highlight some of the
partition recovery tools by computer forensic analyst to recovery deleted partitions.

2.1.1. EaseUS Partition Recovery Wizard

EaseUS (EaseUS, 2018) is a partition recovery tool used to restore deleted partitions. This tool scans
several areas in the disk to search the location of the deleted partition. The software recovers deleted,
lost and damaged FAT, NTFS, HFS, HFS+, HFSX, Ext2, Ext3 partitions under Windows.

Conclusion: Thus we have coded computer forensic application for Recovering permanent Deleted
Files and Deleted Partitions

Questions:

1. List some of the softwares for recovering deleted files?
2. List some examples of file systems



